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Release Notes

The current release is 21.Q2.1. and includes:

Sensitive Data Platform (SDP)
Sensitive Data Watcher (SDW)
Sensitive Data Finder (SDF)

SDP Enhancements

New user emails include account name.

Enhanced playbooks to show errors in action processing.

Added ability to delete a business process.

Improved Scan results loading times with large volumes of data.

AnyFinds™ and Custom Datatypes can now be selected in the same decision node of a
playbook.

Additional reports added and current reports improved with filtering options.
Multi Factor Authentication support for users.

User interface and user experience improvements to navigation menu and screens.
General stability improvements.

Removed out of date reports.

Added user friendly error messages.

SDP Bug Fixes

Fixed SSN AnyFinds™ setting screen to add additional supported options.

Fixed some cloud source scans returning user account name under Endpoint being
Scanned.

Fixed "Most Recent Date/Time" in Scan Results not updating previously scanned results.
Fixed some cloud source scans incorrectly applying regex data types to a scan when not
configured to do so.

Fixed Distributed Scanning issue with on-prem agents where only a single agent would
scan.

Fixed machine count on tags in Agents and Endpoints screen.

Fixed scans only being editable by the creator of the scan.

Fixed Remote Scans failing if domain credentials were not configured for target/endpoint Fixed
Playbook Status not updating to Complete on manual remediation in the results screen.

Fixed issues with saving email users list when configuring scan of email sources.

Fixed a signing issue on the executable that caused Carbon Black Antivirus to interrupt scanning.
Fixed an issue during scan configuration when attempting to scan all accounts only the admin
account was scanned.

Fixed issues where Sensitive Data Scan results showed in the results screen with the Discovery
playbook.

Fixed an issue where 0365 Exchange scans returned different results when scanning
with GraphAPI than EWS.



Fixed an issue where "does not contain" in playbooks was handled incorrectly by the
agent.

Fixed an issue where cloud agents were unable to classify some documents.

Fixed an issue where on-premise agents could not discover files nested beyond 3 levels
if directly targeted.

Fixed an issue were endpoint/target credentials not being updated when a scan is
started.

Fixed an issue where File Owner was not returned by on-premise agents scanning cloud
sources.

Fixed issues were the Ignore action was not being honored.

Fixed an issue where Notifications linked to pages that were not available.

Fixed an issue where notifications were put into the wrong state on double click.

Fixed an issue where the Sensitive Data Scan option used from the Discovery playbook
used incorrect settings.

Fixed an issue with assigning agent policies if a search had been performed.

Fixed an issue with 0365 Exchange endpoint/targets accepting invalid authentication
codes.

Fixed an issue where password resets become non-functional if the user's email address
had been changed.

Fixed an issue where Amazon S3 scans incorrectly showed the admin account name in
the location column of the scan results.

Fixed an issue the Delayed Policy Confirmation settings in Application Settings were not
honored.

Fixed an issue where the notification template text was deleted instead of being marked
as inactive.

Fixed an issue with the Notification icon not updating when new notifications were
available.

Fixed an issue where unsubscribe links were incorrectly displayed on notification emails.
Fixed an issue with dropdown menus not being in alphabetical order.

Fixed an issue where Account Names and IP Addresses was not displayed in the Audit
Log.

Fixed an issue where Gather Data only showed if in a Completed status.

Fixed an issue with Discovery Playbooks where Escalate did not assign the Scan Owner.
Fixed an issue in Data Asset Inventory where effective dates could be beyond the end
date.

Fixed spelling and typography errors across product.

Fixed an issue where tags could be nested under themselves.

Fixed an issue where Scan Result filters were canceled upon hitting enter instead of
confirmed.

Fixed an issue where the user interface would still display after timeout although no
data could be seen.



SDP Known Issues

Dictionary files over 1MB cannot be used for the dictionary data type.

Distributed Gmail scans will only utilize two agents.

Distributed SharePoint scans are failing to complete.

Downloads of large reports over 1 GB can time out.

File information tab in playbook does not always display.

Files deleted outside of the product are not showing "No Longer Exists" in Scan Results.
Mac agent fails to quarantine files on Catalina.

Mac agents do not honor Include/Exclude of file extensions in a scan.

Notifications configured for both User and Role result in duplicate notifications to
accounts.

0365 Exchange Scan Results shows invalid locations during a distributed scan.
Oraclel12 scan results not displaying in Scan Results screen.

Oraclel18 scan results not displaying in Scan Results screen.

Playbook list shows incorrect "Last Edited" timestamp if only the name or description is
changed.

Policies can be deleted from the Ul while still assigned to and in use by an agent.
PostgresSQL scan results not displaying in Scan Results screen.

Remote Scans incorrectly allow selection of other data sources such as Cloud.

Script execution fails when an executed on archived file.

SDW Enhancements

General stability enhancements.

SDW Bug Fixes

Activity Watcher agents did not honor proxy settings.
Fixed Incident Details not displaying all information.

SDW Known Issues

Agent not logging "Reads" from CMD or PowerShell.

File Exclusions will match against any instance in file path.
Installer fails when a "repair" is run.

Log levels cannot be configured for the agent.

Unable to install within a directory whose name contains a space.

SDF Enhancements

SDF is not included in this release.
An update will be available in the 21.Q2.2 release.



SDP On-Prem Agent 12.0 Release Notes (Windows Only)

Fixed a bug where incorrect Playbooks were mapped to results of non-local scans. This
bug fix requires a change in how the SDP On-Prem Agents communicate with the SDP
Console. Due to the change, we have incremented to the next major version. This 12.x
agent only communicates with the SDP Console 21.Q2.1 or later.

Fixed a bug where incorrect information was displayed under Endpoints for Cloud Agent
Scans.

Fixed a bug where OneDrive results were not displayed.

Fixed a bug where Gmail account names were case sensitive.

Added the IACrawl application to install for Finder Support.
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